
This brief concerns the digital lock provisions in Bill C-32, the Copyright Modernization Act. 

The government claims that Bill C-32 will give Canadians new rights to format-shift, time-shift and make 

“mash-ups” using copyrighted works they legally own, but due to the digital lock provisions, these “rights” are 

no more than a sham. Under Bill C-32, if access to a work is restricted by a TPM, the consumer will have no 

right to use the work in any way other than how the seller, by means of the TPM, explicitly permits. Consumer 

“rights” that are subject to the seller’s arbitrary, unilateral and unappealable veto are no rights at all. Nearly all 

DVDs and Blu-Ray discs sold in Canada include TPMs, as do a large percentage of audio CDs. 

If Bill C-32 becomes law in its current form, I will be unable to watch any of the DVDs I own without breaking 

the law; my entire video collection will become legally useless to me. Like many Canadians in the 21st century, 

I use a personal computer as my “entertainment hub” to enjoy music, television, movies and games; I do not 

own a standalone DVD player, CD player, or television set. My computer runs Linux, an open-source operating 

system, meaning its licence allows anyone to freely modify the software and redistribute their own derived 

version. 

Nearly all DVDs include a TPM called Content Scramble System (CSS), which is controlled by the DVD Copy 

Control Association (DVD CCA), a literal cartel of movie studios and technology companies. To get a licence to 

access and decrypt CSS, the maker of a DVD player (whether hardware or software) must conform to the DVD 

CCA’s terms, which are kept as a trade secret but are commonly known to include honouring region codes, 

disabling the fast forward function during advertisements, and being “tamper-resistant” to prevent users from 

modifying their players to bypass these restrictions. 

Because open-source software such as Linux is expressly intended to be modified by users, “tamper-resistant” 

open-source software is a contradiction in terms. Thus, it is impossible to get a DVD CCA licence for an open-

source DVD player. Under Bill C-32, open-source DVD players such as the one I use would be prohibited as 

“circumvention devices”, since they decrypt CSS without authorization from the DVD CCA—not to make 

illegal copies, but simply to play DVDs at all. 

CSS and the DVD CCA are not unique; other TPMs are governed by similar cartels. For example, the one for 

Blu-Ray discs is called the AACS-LA. Like the DVD CCA, its members include movie studios as well as high-

tech companies—notably including Microsoft, which has publically called Linux, and open-source software in 

general, its chief competitor. I am frankly amazed that competition law allows these cartels to exist at all, but if 

Bill C-32 is made law with the current digital lock provisions intact, they will not merely be tolerated, but will 

obtain a government-enforced monopoly on the types of technology Canadians are allowed to buy and use. 

Canadians who use Linux will in effect be categorically prohibited from enjoying legally-purchased music or 

movies on their computers. 

Bill C-32 must be amended so that Canadians’ right to personal use of their legally-purchased copies of works, 

and their right to use the devices and software of their choice to enjoy those works, are not subject to veto by 

unaccountable cartels like the DVD CCA and AACS-LA. 

Yours Sincerely, 
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